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OCHOBHBIE ACIIEKTBI TPO®PNJIAKTUKHU
KUBEPIIPECTYIIHOCTHU B PECITYBJIUKE BEJIAPYCbH

Mamepuan noocomosnen
Axaoemueti ynpasnenus npu llpesudoenme Pecnybnuxu benapyco
Ha OCHOBe c8edeHUll
Cneocmeennozo komumema Pecnybnuku benapycs, Munucmepcmea 6HympeHuux
oen Pecnybonuxu benapycs, ungopmayuonnoeo acenmemea «benTA»

B mHacrosimee Bpemss HMHTEpHET M KOMIBIOTEPHBIE TEXHOJOTHUH
CTPEMUTENBHO TMPOHUKAIOT BO BCE CQEphl KU3HEAECATEIBHOCTH YEJIOBEKa.
C onIHOHN CTOPOHBI, 3TO OTKPBIBACT Mepes OeIOpYyCCKUMHU TpaxJaHaMu U
0011IeCTBOM PsiJT IEPCIEKTUB, C APYTOM — BIICYET MOSIBJICHUE HOBBIX PUCKOB U
yrpo3. Tak, OypHO€ pa3BUTHE TEIEKOMMYHUKAIMOHHBIX TEXHOJIOTH,
CTPEMUTENIBHBI  POCT YHCIA JJIEKTPOHHBIX YCTPOWCTB W YCIYT,
OPENIOCTABISIEMbIX HACEJICHHI0 C HCHOJb30BaHUEM HH(POPMAIMOHHBIX
TEXHOJIOT U, MPUBEJIO K YBETUUCHHUIO KOJIMYECTBA KHOEPTIPECTYIIICHUH.

bemapych, kKak W Jpyrue rocynapcTBa, HE MOXET WICHOPUPOBATH
OPUHIUIINAIBHO  HOBBIE  PHUCKHM, CBSI3aHHBIE C  MPOMCTEKAOUIEH
uHopmaruzamueii. Kak ormernn B xoae VI BecebGemopycckoro HapoIHOTO
coOpanus Ilpesuaent Pecnyonuku benapycs A.l.JlykamieHko, «He ymaiss
IPEUMYILECTB, BO3MOXXHOCTEM W MEPCHEKTUB, KOTOPBIE OTKPHUI YEIOBEKY
UH(pOpPMAITMOHHBINA MUP, MBI JTOJKHBI OOpAaTUTh BHUMAHHE Ha €r0 0OpaTHYIO
CTOpOHY. VICKYCCTBEHHYIO pe€aJlbHOCTb, KOTOpas Jajga 3€JeHbI CBeT
MaHUIYJSIOUSAM, OOMaHy, MHPECTYIUIEHUSM, [OTBOPCTBYET HU3MEHHBIM
WHCTUHKTAM YEJIOBEKa.

Bomnpocel  mudpoBoil  TpaHcpopManuM — MNPECTYNHOCTH  CETOJHS
ABIIAIOTCS OOHUMH W3 HamOojee 3510001HeBHbIX. M OT TOro, HacKOJIbKO
3¢ (PEeKTUBHO yAaCTCS MPOTHUBOCTOSITH ATOMY BBI3OBY, 3aBUCUT HE TOJBKO
3aIMIIEHHOCTh TpaB W MHTEPECOB TpaxiaH, HO U HH(OpMaLMOHHAs
O0e3omacHOCTh oOIIecTBa W TocyaapcTBa. [Ipw 3TOM  yHHBEPCAIBHBIX
MOAXOJIOB, MO3BOJIIOIIAX 3¢ pexTUBHO POTUBOJEHCTBOBATh
BBICOKOTEXHOJIOTUYHBIM TPECTYIUICHUSAM, HE BbIpaOOTaHO HU OJHUM
rocyAapcTBOM MHpA.

Cnpagouno.
HQCMOWIP}Z HA npurHumaemvle mepvl, Ha nNponAiNCeHUU NOC/IeOHUX Tlem

6 Pecnybnuxe benapyco Hnabnodaemcs ycmouuuswvlii pocm KoOIuU4ecmea
peaucmpupyemwvix kubepnpecmynienuii: 8 2015 200y — 2 440 npecmynnenuil,
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6 2016 — 2 471, ¢ 2017 — 3 099, ¢ 2018 — 4 741, ¢ 2019 — 10 539,
6 2020 — 25 561.

H3yuenue medcoyHapoOHO20 onvlma Noxaszvleaem, Ymo yeeaudeHue
yucna KubepnpecmynjieHull c80UCMBEHHO DONLUWUHCMBY 20CY0apCcme Mupa.
K npumepy, 6 Poccutickou Dedepayuu 4ucio maxkux y20i108HO HAKA3ZYEMbIX
oesinuti ¢ 2020 200y evipocio Ha 73,4%, a ux yoenvHwvill 6ec 8 cmpyKkmype
npecmynnocmu cocmasui 25 %.

Cpenn ¢akTopoB, CTHUMYJMPYKIIMX POCT KHOEpPHPeCTYIICHUH,
MOYHO BBIAEJIHUTH CIEAYIOLIHE.

Onepexawmue temnbl ocBoeHusi cetu HUuHTepHer B PecmyOuuke
beaapycb. Tak, B 2020 romy g0y HaceleHUsS Hallledl CTpaHbI,
nons3ytomerocss  Marepuerom, cocraBmwia 85,1%; 1o  MIIOTHOCTH
IIPOHUKHOBEHHUS IIMPOKOIIOJIOCHOTO noctyna B cetb WMHTepHer benapych
BBIIIIA HA CPETHEEBPONEHCKUE MTOKA3ATENH, a 0 CKOPOCTH — HA TIEPEAOBBIE
MO3UITUU B MUPE.

YpoBeHb KOMIBIOTEPHON TIPAMOTHOCTH TIPAXIAH HEI0CTATOYHO
BBICOK, OTCTAaeT OT CKOPOCTH BHEJIPEHHMsI TeX WM HMHBIX KOMIIbIOTEPHBIX
CHCTeM B MOBCEHEBHYIO *KM3Hb. Kpome Toro, MHOTHE IpaXk/iaHe HEIOCTaTOYHO
OTBETCTBEHHO OTHOCATCS K 3alITUTE U O€30MaCHOCTH COOCTBEHHOM MH(pOpMAIIIH U
JIMYHBIX JAHHBIX.

YcKkopeHHBI mepexo] MHOIMX c@ep O0O0LIECTBEHHBIX OTHOILICHUIA,
BKJIIOYasi TOBAPHBIA M JICHEKHbIN 000POTHI, B MHTEPHET-NPOCTPAHCTRBO,
BBbI3BAaHHBIN pacrpocTpaHeHneM kopoHaBupycHoi nndexiuu Covid-19.

Pa3BuTHE JUCTAHIIMOHHBIX CIIOCOOOB COBEPIICHUS MPECTYIUICHUM, MpU
KOTOPBIX OTCYTCTBYET MPAMOW KOHTAKT MEXAY 3JO0YMBIIIJIEHHUKAMH M HUX
KEPTBaMH, TIPUBEJIO K TOMY, YTO KHOEPIIPECTYIICHUS YIUIM U3 (Pu3nueckoin
PEUIBHOCTH B OHJIAMH-TIPOCTPAHCTBO. B IHENsAX NPOTUBOJCUCTBUS JTAHHBIM
npaBoHapyiieHusaM, 26 mapta 2021 r. B Pecriybnuke benapych OblT yTBepkKaeH
KomruiekcHbIi  TIaH ~ MEpPONPUSITUH,  HaNpaBlIEHHBIX  HA  MPUHATHE
3¢ (PEeKTUBHBIX ~ Mep MO  NPOTUBOJCHCTBUIO  KHUOEPIIPECTYILJICHUSIM,
npoUIaKTUKE WX COBEPIICHHS, TMOBBIIICHUIO LU(POBONM TPaMOTHOCTU
Hacenenus Ha 2021-2022 roppr.

Umo makoe kubepnpecmynnocms?
Ymo omHocumcsa K KOMRbIOMEPHBIM NpecmynieHuIm?

B  Hacrosmiee BpeMss OpU  XApAKTEPUCTUKE  KOMIBIOTEPHBIX
NPECTYIJICHUH HCTONB3yeTCs Wbl Psii  TMOHATHI: <« UH(DOPMALMOHHOE
NPECTYIJICHUE»,  «KUOEpPHpPECTYIUICHUE»,  «IpecTyluleHue B cdepe
KOMITBIOTEpHON ~ MHpOpMAIKN»,  «IPECTyIUieHHne B cepe  BBICOKUX
TEXHOJIOTUI», «BUPTYAIBHOE MPECTYIIIICHUEY.

CornacHo neicTByloleMy 3aKoHoiaTenscTBY Pecnyonuku benapycs, B
COAEPHKAHUE MTOHATUSA «KOMITBIOTEPHAS MTPECTYITHOCTD)» BKIIIOYAIOT:



1) mpecryruieHus MIPOTUB uH(OPMAITMOHHON 0e30MmacHOCTH
(MomuduKays  KOMITBIOTEPHOH  MH(POpPMAIMW, HECAHKIIMOHHPOBAHHBIM
JOCTYIl K KOMIBIOTEpHOW WHGOpMAIMU, KOMITBIOTEPHBIA  CabOTax,
HEMPAaBOMEPHOE 3aBJIaJICHUE KOMIIbIOTEpHOM uHMoOpmalueit, pazpadoTka,
UCIIOJIb30BaHWE  JMOO  PacHpOCTPAaHEHHWE  BPEIOHOCHBIX  MPOTPaAMM,
HapyIICHUE MPaBUJI AKCIUTyaTalldd KOMIIBIOTEPHOW CUCTEMBI WJIA CETH M
ap.);

2) XUIIEHUS TTyTEM KCIIOIb30BaAHUS CPEACTB KOMIIBIOTEPHON TEXHUKH;

3) U3rOTOBJICHHE U PACTIPOCTPAHEHUE MOPHOTPAPUUECKUX MATEPUATIOB
WIM TPEIMETOB TOpHOTpauyeckoro xapakrepa, B TOM UHCIE C
N300pakeHNEM HECOBEPIIICHHOJIETHETO;

4) uHbBIC NIPECTYIJICHUS, TaK WJIM UHAY€ CBSI3aHHBIE C UCIOJIb30BAHUEM
KOMIIBIOTEPHOM  TEXHHMKU:  JIOBEACHUE JO  camMOyOWiicTBa  IMyTeM
CHUCTEMAaTUYECKOTO YHUKEHHS JUYHOTO JIOCTOMHCTBA yepes
pacmpocTpaHeHHe Kakux-1ubo cBelleHU B ceTu MHTepHeT; pasriaiieHue
BpaueOHOM TailHbl, HE3aKOHHOE coOHWpaHue JubO0 pacHpocTpaHEHUE
uH(bOpMaIlM O YAaCTHOM >KM3HU; KIIEBETa; OCKOpPOJICHHUE; paclpOoCTpaHEHUE
JIO’KHOM MH(OpMAIMU 0 TOBAapax MU yCIyrax; 3aBeJOMO JIOKHOE COOOIIECHHE
00 OINACHOCTH; IIMUOHAX; VYMBIIUICHHOE JIMOO 10 HEOCTOPOKHOCTHU
pasrilallieHHe TOCYJApCTBEHHOW TaWHbBI;, YMBIIUIEHHOE pa3IialleHue
CITy€OHOU TailHbI U Ap.

Takum 00pa3oM, K KOMIBLIOTEPHBIM MNPECTYNJEHUSIM OTHOCSTCSH
[IPAaBOHAPYIIEHUS, MPH COBEPIIECHUU KOTOPBIX CPEJICTBA KOMITBIOTEPHOM
TEXHUKH BBICTYMAIOT KaK OPYJUsSI COBEPIICHUS MPECTYIJICHUS OO0 Kak
IpeAMET MPECTYITHOrO MOCATaTENbCTBRA.

Cnpagouno.
B 2020 200y 6 Pecnybnuxe benapycey 6ce2o 0bL10 3ape2ucmpupo8ano

95 muic. npecmynnenuti, uz Hux Oonee 25 movic. — MO KOMNbIOMEPHbLE

npecmyniernus (92% ont Konopslx cocmaeysiu XMW@HM}Z). B mo orce B8pEMA

ewe 6 2014 200y ux uucnenHocmsv cocmaeénsina ececo 2,3 mvic., T.€.
HaO1100aemcsa pocm no00OHBIX npecmynaenuil dosee uem ¢ 10 pas.

B uem cocmoum yenv kubepnpecmynnukos?

Kak mnpaBuno, KuOepHpecTyNHHMKM BBIIAIOT ce0si 3a Jrojed u3
JNEUCTBYIOIIMX HA 3aKOHHBIX OCHOBAaHMSAX OPraHU3alMMd W YUPEKICHUM,
4YyT00BI 00MAHOM BBIHYAMTH I'PAKIAAaH PACKPBITH JUYHYI0 MH(OpPMaLHIO
U NIPEe0CTABUTH NPECTYNIHUKAM JA€HbI'H, TOBAPbI U/WJIH YCJIYTH.

MuiieHpt0o  KUOEPHPECTYMHUKOB ~ CTAHOBSTCA  HMH(pOpPMAIMOHHBIE
pecypchl, NpUHAAJIEKAIME OAHKOBCKOMY CEKTOPY, TOCYAapCTBEHHBIM OpraHam
U KOMMEPUYECKHM OpraHM3alMsaM, a Takke KOH(UICHIHMATbHAs HUH(pOpMaIus,
NIEPCOHAIBHBIC JaHHBIC, UMYILECTBO U JICHEKHBIE CPEACTBA IPAKIaH.

Kaxkue euowt kubepnpecmynienuii
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8b10€CIAI0OM 6 OMHOWEHUU 2PaXsCcOan?

Haunbonee pacrpoCTpaHEHHbIM BUJIOM MPOSIBICHUSA
KHOEPIPECTYITHOCTH SBJISETCS XHIINEHHE [IeHEKHBIX CpPeACTB € KapT-
cueToB rpaxkaan. [IpuyeM B OOJBIIMHCTBE CIIy4yaeB 3TH MPECTYIUICHUS
CTAHOBSATCSI BO3MOXKHBI B pe3yJibTaTe OCECMEYHBIX JICHUCTBUNM CcamMuX
MOTEPIEBIINX, MPEIOCTABUBIINX PEKBU3UTHI JOCTyNa K CBOMM OaHKOBCKUM
CUeTaM.

CnpagouHno.
3a nepsvie mecayvl 2021 200a yoice 3apurcuposarn pocm Koaudecmed

XuujeHul ¢ OaHKOBCKUX Kapmouek benopycos bonee yem na 270% no cpagrenuio
¢ osmum dnce nepuodom 2020 zooa.

[IpecTynmHUKM  3aBNajeBalOT  PEKBU3UTAMH, HEOOXOJUMBIMHU IS
OCYILECTBIICHUSI ~ MPECTYMHBIX  TPAH3AKIUN, IOCPEACTBOM  CIEAYIOLINX
CHOCO0O0B:

1. «Quwuney. DTOT HEODUUIUATHHBIA TEPMHUH MPOUCXOIUT OT
anrimiickoro «fishing» («peiOHas noBmsA»). B kayecTBe CBOEOOpa3HOI
«YAOYKW» TPECTYIMHUKU HCIIONB3YIOT CIENHUAIbHO CO3JaHHBIA WHTEPHET-
caiiT ¢ opMoil BBOJ]a Ha HEM PEKBU3UTOB JOCTyNa K OAHKOBCKOMY CYETY, a
B KaU€CTBE «HAXKHUBKW» — HEKUH COOOIICHHBIA MOTEPIEBIIEMY TIPEIIIOT ISt
Nepexo/ia Ha TOT CAUT U 3aIOTHEHHS IUIATE)KHBIX PEKBU3UTOB.

Hanpumep, mnpecTynmHHMK OTCIEKMBAaeT Ha wuHTepHeT-caiite kufar.by
CBEXHE OOBSBICHUS O Mpojaxke yero-nmuodo. [I[pocMoTpeB aboHEHTCKHIT HOMEP
aBTOpa OOBSIBICHUS, HAXOJUT €ro B 0JIHOM U3 MecceHkepoB (Viber, Telegram,
WhatsApp) u BcTymaeT B epenucKy, SSKOObI JKenas KyMUTh BhICTABJICHHBINA HA
NPOIaXy MPeAMET. 3aTeM IMEePEChUTaeT B MECCEHKEPE CChUIKY Ha TIOJICTIBHYIO
CTpaHMIly TPEAOIUIATHI, T/Ie MPOJABILY HY)KHO BBECTH PEKBU3HUTHI CBOCH KapThl
IUIL TOTO, YTOOBI MONyYUTh JCHBIM OT mokynarens. [lpu mepexoxe mo
THITEPCChUTKE HEBHUMATEILHBIA HHTEPHET-TI0JIH30BATEIb MOYKET M HE 3aMETHUTh
MOJIMEHBI, TaK KaK MOJO0HBIE CTPAHHUIIBI BU3YAILHO CXO0XH C O()OpMIICHHEM
caiitoB m3BecTHbIX cepBucoB (Kydap, EPUIL, CDEK, benmnouta, caiiTh
pa3IMYHBIX OAHKOB W Jp.). AIpec TOICIbHON BEO-CTPAHUIIBI TAKKE MOXKET
HAIIOMUHATH peabHbIN (kufar-dostavka.hy, erip-online.com,
belarusbank24.xyz, cdek-zakaz.info u nap.). Ecnu sxeprBa «momaaercs Ha
yIOUKY» W 3alloJHUT (POpPMy, COOTBETCTBYIOIIME PEKBU3UTHI JOCTyNa K
OaHKOBCKOMY CYETYy OKaXYyTCSl y MpeCTymHUKa. Uepe3 CUMTaHHbIE MUHYTHI
3JIOYMBIIIJIEHHUK OCYILECTBIISET JOCTYNl K OAHKOBCKOMY CUETY M NEPEBOAMT
JICHEXKHBIE CpPEICTBAa Ha KOHTPOJMPYEMble KM OaHKOBCKHE cuUeTa WU
AIIEKTPOHHBIE KOIIETbKH, 3aPETUCTPUPOBAHHBIEC HA MOICTABHBIX JIULI.
CnpagouHno.

Haubonee uacmo onsa cosepuienus maxoeo euoa KubepnpecmynjieHuu
6 benapycu 6 2020 200y ucnonvzosanacy unmepuem-niouwjaoka «Kufary.
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Tax, 6 2018 200y nocpeocmeom Hee ObLIO COBEPUIEHO
51 npecmynnenue, 6 2019 200y — 126, 8 nepgom noayeoouu 2020 2ooa — 102,
60 emopom nonyeoouu 2020 200a — 3 778.

['unepcchuiky Ha (PUITMHTOBBIE CAUTHI MOTYT MEPECHUIATHCS HE TOJIHKO
B XOJI¢ MEPENUCKH B MECCEH/KEpaX, HO W MPU OOIICHUU B COLMATBHBIX
CeTAX, a TAK)KE pa3MeNaThCs Ha JAPYTHX CcalTaX, SKOOBI YTO-TO MPOIAFOITAX
WJIY TTOKYTIAIOIIUX.

B mnociennee BpeMsi YYaCTHJINCH CJIYy4YaW CO31aHUA (PUIIMHIOBBIX
CaliTOB, OPUEHTHPOBAHHBIX MO/ 3aMPOCHI MOJIb30BaTe/Iell B MOUCKOBBIX
cucremax. ['paxkgane nomnaaaroT Ha HUX npsamo u3 Google u SHmekca nocie
3anpocoB Tuna «bemapycOaHk JHMuYHBIA KaOuHET», «benarponpomMoOaHk
WHTEPHET OAHKUHT» U T.J. YBHUEB 3HAKOMBIN 3aroj0OBOK W JIOTOTHUIT CaliTa B
BbIJIJau€ pE3yJbTATOB IOHUCKA, HO HE YIAOCTOBEPUBIINCH B COOTBETCTBHH
aapeca cadTa JIEUCTBUTEIBHOMY JOMEHHOMY HWMEHH OaHKOBCKOIO
YUPEKJICHUS, TOTEPIEBIITNNA 3aMOHIET OTKPBIBIIYIOCS (hOPMY aBTOPHU3AIINH,
JTAaHHBIE KOTOPOM OTIPABISIOTCSA HE OaHKY, a MPECTYMHUKY.

CnpagouHno.
3auacmyro npu noomene OpPUSUHATLHLIX CAUMO8 QUIUUHSOBLIMU 6

umeHrax aaHHbl.X pecypcos  yKazaHvl HAUMEHOBAHUA, CO36)4Hble C

HA38AHUAMU OAHKOBCKUX Vupexcoenuil u cepsucos. belarusbank-erip.online,

ibank-belapb24.com, epey.by, e-rip.cc, erip.cc u unwie. Ilpouios no maxomy

Ganvu-aopecy u 66e0s1 KOHPUOEHYUATbHbIE C8EOCHUs, YeN08eK OMNPABUM
UX HEenocpeoCmeenHo MOUEHHUKY.

2. «llomows Opyey». JlanHbI cnoco0 mpecTyIuieHui Obul HamnOoliee
pacopoctpaned B 2017-2019 romax, HO He MOTEPST CBOEH AKTYyaJbHOCTH U
cerogns. CHauana OpPEeCTYNHUKM NyTeM Moa0opa Maposisi WM (UIIMHTA
OCYIIECTBIISIIOT HECAHKIIMOHUPOBAHHBIN JOCTYI («B3JIOM») K CTpaHUIAM
conalbHbIX ceTeld (B ocHOBHOM — «BKontakte»). Ilocime 3TOro uHbIM
MOJIL30BATENSIM, JA00aBICHHBIM B pazzen «/py3bsi» B3TOMaHHOW CTpaHUIIBI,
PacChUIAIOTCS COOOIIEHUSI C MPOChOOM mMpenocTaBuTh (oTorpaduo UiIU
JaHHble OaHKOBCKOM IUIaTEKHOM KapThl MOJ Pa3M4YHBIMU MPEAJIOTaMu,
HampuMep, YToObl CPOUHO ClelaTh KaKOW-TO OE3HAIIMYHBIM IUIaTeX, TaK Kak
KapTOuKa OOpaTHUBLIErocs sIKOObI 3a0jl0KMpoBaHa. Takke 370yMBIIUICHHUK,
CKPBIBAIOLIUICS 1IOJI UIMEHEM JIPYTra, MOKET IIPOCHUTH IIEPEBECTU €EMY Ha KapTy
OTPEEIICHHYI0 CYMMY JE€HEr B CBS3M C BHE3AIHBIM IMOMNAJaHUEM B CIOXKHYIO
KU3HEHHYIO CUTyaluo. J(oBepuMBBbIi MMOJIb30BaTElb, NOJIArasl, YTo OOIIaeTcs
C HACTOSIILIUM BIAJENbIEM CTPAHMIIBI, MEPEBOAUT JAECHBI'M JIMOO COOOIIaeT
NPECTYITHUKY PEKBU3UTHI CBOEM OAaHKOBCKOW KapThl (a 3a4acTy0 — M KOJ
0e30IacCHOCTH, BBICBIAEMBIN B SMS-coo01ennn 0OaHKOBCKHUM
YUpEXKJICHUEM), TOCJIE Yero C €ro KapT-cuera IOXHINAITCA JCHEKHBIC
CpelCTBa.

CnpagouHno.



Ewe 00num 6uoom mowennuuecmea 6 coyuanbHblx cemsx, C8s3aHHbIM
C NnoOMOWbI Opy2uM JH00AM, SABIAEMCsa OesAmeabHOCmb (albuueblx
01a20meopumenbHuIX o008, KOMOpPbIE OCYWeCmenaom coop oenee Ha
Jleyenue. B makux cayuasx — MOWIEHHUKU — €0O30aiom — 2pynny u
pPAcnpocmpaHsaiom uHGopmayuro 0 mom, Ymo aKoOwvl HYICHbL CPeocmea OJisl
Jledenus msoHcenodobHo20 venosexka (0cobenno uacmo — pebenka). Ymoowt
He nonacmevca Ha YOOUKY MOWIEHHUKO8, Heo0Xo0umo ecezoa
3anpawiueamsp 0OKyMeHmbl U OONOTHUMENbHBIE C8COCHUS.

3. «Buwune» poUCXoIuT OT aHrimickoro «voice fishing» («romocosoi
(DUIIMHD) WIA «T0JIOCOBAasi PHIOHAS JIOBJA»). JlaHHBIA CrIOCOO BhIpaXkacTcs B
OCYIIICCTBJICHMM 3BOHKAa Ha Aa0OHEHTCKMI HOMEp IOTEPIEBIIET0 WM B €ro
aKkayHT B MecceHmkepe (B ocHoBHOM, 310 Viber mmm Telegram). B xome
TOJIOCOBOTO OOIIEHHS MPECTYIMHUK MPEACTABISICTCS PaOOTHUKOM OaHKa WA
npaBooxpanurenapHoro oprana (MB/I, KI'b, CnencTBeHHOro KOMHUTETa) M 1O
BBIMBIIIIJICHHBIM ~ MIPEAJIOrOM  (TIpeceYeHUe TMOJ03PUTEIILHON  TpaH3aKIUH,
MOBBIIIICHUE YPOBHS O€30MacHOCTH TIOJB30BaHUS KapTOW, TMepernpoBepKa
MACMOPTHBIX JIAHHBIX BIaJieblla OAaHKOBCKOIO cueTa U T.J.) BBIICHIET Yy
MOTEPIIEBIIETO CBEACHUS O HAIMYMKM OAaHKOBCKMX TUIATEXKHBIX KapTOYEK,
cpokax ux neictBus, CVV-kogax (Tpex3HauHbIA KOJ Ha OOpaTHOW CTOPOHE
KapThl), MACIOPTHBIX JaHHBIX, SMS-kogax C 1eENbI0 XUIIEHUS JCHEKHBIX
cpencts. B psanme chmydaeB  370YMBIIUIEHHMKAM W3BECTHBI  HEKOTOPHIE
PEKBHU3UTHI 0AHKOBCKHX IIJIATSKHBIX KQPTOUCK, a TAK)KE aHKETHBIC TaHHBIC JIMII,
Ha UM KOTOPBIX OHU BBIMYIIICHEI.

B OonpmmHCTBE CilydaeB MpPU COBEPIICHUU 3BOHKOB MPECTYIMHUKU
ucnosb3ytoT [P-Tenedonuto.

Cnpagouno.

YVnpowenno, |P-meneponuss — smo cucmema menegonnou cea3u
nocpeocmeom  cemu  Hnmepnem, npedocmasisiiowas  803MOACHOCHb
OCYWeCmBIeHUst  360HKO8 U  20]10C08020 OOWeHUsT U3  CHeYUATIbHBIX
npuﬂOOfceHML? c abonenmamu MOOUNbHBIX U cmayuoHapHovlx meﬂed)OHHle
cemetl.

Ilpu maxom 6xo0siyem 360HKe Jcepmea GUOUM HA  IKPAHE
MOOUNLHO20 meneoHa TUOO0 NOOMEHHBIU HoMep, IUO0 0adce KOPOMKULL
HOMEp OaHKa: CO8pPeMeHHble NPOMOKOAbl MOOUILHOU melehoHuU U
Pa3IuUdHble  KOMNLIOMEPHbIE  NPOSPAMMbL  HO360JSIOM  OCYWECMBISMb
nooobHvie meneghonnvie 36ouku. Ceou ycayeu 6 >3mom npeorazarom
Pasiudnble NIAmHble CEPEUCHL U CALMBbL.

Jlist moeo, umobvl 00CMOBEPHO YCMAHOBUMb, AGISAEMCS JIU HOMED, C
Komopo2co nocnmynujsl 360HOK, aboOHeHmCcKUM HOMEPOM merequHHoﬁ cemu
wiu uoenmuguramopom IP-meneghonuu, neodxo0umo Hanpasums 3anpoc

(3anpocel) 6 coomeemcmeayrouwue MmMereKOMMYHUKAYUOHHbIE OpP2SAHU3AYUU
Pecnybauxu benapyce.

HOCHCI[CTBI/ISI HCIIOJIb30BaHUA 3JIOYMBIIIJICHHHUKaMHU HOI[O6HOI‘O
croco0a MOIIIEHHUYECTBA OBIBAIOT BECbMA MeYaIbHBIMH.



Cnpagouno.

Tax, nanpumep, 8 konye mapma 2021 200a 310yMblULIeHHUK NO360HU
uepez Viber 66-nemmneii owcumenvuuye bopucosa u npedcmasuincs
COMPYOHUKOM CLydHcObl bezonacHocmu 6anxka. OH coobwun, umo 8 yeusax
npeceueHuss XuwjeHus ¢ OAHKOBCKOU NIAMENCHOU KAPMOUKU IHCEHUJUHE
HE0OX00UMO  YCMAHOBUMb  ONPEeOeNeHHOe  NPUNONCEHUe  YOAlIeHHO20
oocmyna, cooowums KoObl Kapmul U NPUCIAMb CKPUHUOMbL U3 MOOUTIbHO20
bankunea, ymo ona u coenana. Ilosoice, 3ano0003pue HeiraoHoe, NeHCUOHEPKA
nowiia 68 6aHK U OOHApyHCUlIa, ymo c ee Kapm-cuema nponano noumu 40
muicay pyone.

4. Ceob00HbIll docmyn Kk bankosckol kapme. He Bcerma ais XAIEHUS
c OaHKOBCKMX CYETOB HCIIOJB3YIOTCS XUTpble cXeMbl. B psnme ciydaeB
MPUYMHAMH 3TOTO CTAaHOBSATCA yTepsl O0AHKOBCKHMX KapT, OCTaBICHHE HUX B
JIETKOJIOCTYITHOM MECTE, WX Tepefadya WHBIM JIUIAM IS OCYIIECTBICHUS
pazoBbix Iulatexkeil. Ilpum 3TOM yBenuMuyuBaeT pHUCK ocTaThes  0e3
3apa0OTaHHBIX JIeHEeXKHbIX cpeacTB xpaHeHue PIN-koma psgom c kaproi
(HanpuMep, 3almMCaHHBIM Ha OyMaXKe B KOIICIbKE MM Ha CcaMou
OAHKOBCKOM Kaprte).

Pa3HOBUIIHOCTBIO MOAOOHOTO JIETKOMBICIHS  SIBJISIETCS.  XpaHEHHE
dhoTonzobpaxkeHnit 0AHKOBCKUX KapT WJIHU IJIATEKHBIX PEKBU3UTOB B MaAMATH
MOOWJIBHOTO TellepoHa, B TIOYTOBOM aKKayHTE WM JHCTAaHIIMOHHOM
obrmayHoM XxpaHuiumie. [Ipy HECaHKIIMOHMPOBAHHOM JOCTYNE K TaKOMY
XpaHWIWILY TMPECTYMHUK TOJy4aeT M OECHpenaTCTBEHHBIM JOCTyN K
O0aHKOBCKOMY CUETY €T0 BiaJiesblia.

5. llokynka ¢ npedonnamou. Hambonee MPUMUTHUBHON, HO OT 3TOTO HE
MeHee padoTarorieii (hopMOoi WHTEPHET-MOIIICHHUYECTBA SIBIISIETCS pa3MEICHHE
NPECTYTHUKAMH Ha BUPTYAJIbHBIX IOCKaX OOBSIBICHUM, TEMAaTHICCKUX CaTax, B
COITMATLHBIX CETSX, TPYMIaxX MHTEPHET-MECCEHHKEPOB OOBSIBICHUIN O MPOJAKe
KaKHX-JTM0O0 TOBAPOB M0 «OpocoBbIM» leHaM. Ho asist momydenust ToBapa (IKoObI
IOCPEJCTBOM IOYTOBOM TEPECBUIKM WM CIIYy>KObl JOCTaBKM) Tpedyercs
MEPEUNCIICHUEe TIPEOoIIaThl WM 3a/aTKa Ha YKa3aHHBIE <«IIPOAABIIOMY
OAaHKOBCKYIO KapTy WJIM JIEKTPOHHBIN Komenek. [IpaBna, mocie nepedrcieHust
OKUIaEMBIIA TOBAp TaK M HE TIOCTYIACT, a «IIPOAABEI» MEPECTaeT BHIXOAUTH HA
CBSI3b.

6. [llanmasic. B HEKOTOPBIX CITyYasX 3JI0YMBIIUICHHUKA MOTYT YIPOXKaTh
pasryaleHneM Pa3iMYHbIX KOMIPOMETUPYIOIIUX CBEACHUHA C  TICJIBIO
BbIMOTaTeIbCcTBa. Hampumep, MOMy4YMB HECAHKIIMOHUPOBAHHBIM JOCTYN K
WutepHer-pecypcam  (CTpaHHWIIaM B COINMAIBHBIX  CETSIX, IEPETHCKE
AJIEKTPOHHBIX TOYTOBBIX SIIMKOB W OOJIAYHBIM AaKKayHTaM) U 3aBJIaJICB
U300paXEHUAMH, HE TMPEAHA3HAYEHHBIMU JUIsI MYOJIMYHOTO MPOCMOTPA,
NPECTYITHUKA BCTYMAIOT B TIEPEIMCKY C TIOTEPIEBIIMMH, TpeOys pasHbIC
JICHE)KHBIE CYMMBI M yTpoXkasi B Clydyae OTKa3a paclpoCTPaHUTh MX B CETU
WNurepner.



(. Unvle mowennuyecmsea. Takke MOKHO BBIIETUTH €IE€ HECKOJIBKO
THUIIOB MOIIICHHWYECTBA, KOTOPHIC B HEIaBHEM MPOIIJIOM 3a4acTyIO yCIIEIITHO
UCIIOJIb30BAINCH Ha Tepputopuun Pecniybnuku benapycs:

o ITpocCKOBI MOMOHUTE CUYET ONMPEISICHHOT0 HOMEpa MOOHMIIBEHOTO
TenedoHa WIM IUIATEKHOM KapThl B BuAe: «Mama, TOIOIHM CYET Ha
20 py6Oneit. MHe He nepe3BaHuBail — Mo3xe nepe3BoHio. HyxHo cpodnHo!».

. 3BOHOK C HOMEpa Jpyra WIH pOJCTBEHHHUKAa, B KOTOPOM
coOeceTHUK YTBEP)KIAET, UTO OH COTPYAHHUK MPABOOXPAHUTEILHBIX OPTaHOB,
IIPOCUT BO3HArpakJeHue, o0erras NpeJoTBPaTUTh BO30OYKICHHE YTOJIOBHOTO
7ieNia B OTHOIICHUH OJIM3KOTO YeJIOBEeKa.

. Korna MomeHHUK 3BOHUT U Cpa3y OTMEHsSET BbI30B. Ilepe3BoHMB
Ha OTOOpa3UBIINNCA HOMEDP, AOOHEHT CJBIIIUT aBTOOTBETUMK WUJIU TYAKH, B
ATO BpeMs CO cueTa €ro MOOUJBLHOTO TellepOHA CHHUCHIBAIOTCS JIEHBIU, TaK
KaK BBI30B COBEPINACTCS C MPUMEHEHHWEM Iepeagpecarii Ha TUIaTHBIN
HOMED.

J Koraa npuxoaut SMS-coo011ieHrie 0 HEKOEM BBIMTPBILIE, TTOCIIE
4yero aOOHEHTYy MpejiaraioT OTIPaBUTh IJIATHOE COOOIIEHHE B OTBET WM
OTHPaBUTh HEOOJBIIYI0 CYMMY Ha OaHKOBCKYIO KapTy ISl TOJIY4YCHHS
(JIKEBBIUTPHIIIIAY.

° Korna npuxomut SMS-coob1ieHue ¢ runepcchlIko, Mpous mo
KOTOPOM IMOJIb30BATEIb 3aITYCKAET MPOIECC CKAUYNBAHUS BUpYCa.
° Korma mocTymaer 3BOHOK OT «IPEICTaBUTENSI COTOBOTO

omeparopa», BO BpeMs  KOTOPOTO  3JIOYMBIIUICHHUKHA  MPEIJIararoT
nepepeructpupoBarb SIM-kapty. Ilpm »3ToM moib30BaTesib  BBOJUT
CIIeMAJIBbHBIN KO/ Wiu oTnpasisier SMS-coobiieHue, mocie yero ¢ 0anaHca
€ro MOOWJIBHOTO Telle(pOHA CIIUCHIBAIOTCS AEHBIH.

° Korma npuxoautr SMS-cooOIieHrne WM TMOCTYyMaeT 3BOHOK, B
X0JIe KOTOpOro coodiaercs, 4To aboHeHT He oraTui mrpad. [locne sToro
YEJIOBEKY MPEIaraeTcs MPOU3BECTH €ro OIUIaTy, MEPEYUCIUB JECHBIM HA
«CTICTIMAIbHBINY PACUETHBINA CUET WJIM MOMOJIHUB OAaHKOBCKUH CYET.

° Korga npuxoaur SMS-coobmienue ¢ uapopmanuet o Tom, 4To
naTexHas KapTa 3a0JIOKMpPOBaHA, U YKa3bIBA€TCS HOMEp, IO KOTOPOMY
MOXXHO TIOJIYYMTh CIpPaBKy uWiau momoinis. [locne 3BoHKa y aboHEHTa
sanpamuBaioT PIN-koa, CVV-kon (Tpex3HauHbIN KOJ Ha OOpaTHOW CTOPOHE
KapThl), HOMEP KapThl U JPYyTye€ JaHHbIC, HEOOXOUMBIC JIJISl CHATHS JICHET C
OaHKOBCKOTO CUETA.

Kakue cnocoovt mowennuuecmea 0vl6arom 6 OMHOUICHUU IOPUOUYECKUX
JUY U UHOUBUOYATIbHBIX NPpeOnpuHuUmMameliei?

Kubepnpectyruienus: MpUIUHSIOT yIiepO HE TOJBKO TpaxaaHaMm. Yacrto
JNEUCTBUSI 3JIOYMBIIIJICHHUKOB HAIPABJICHbl HA 3aBIAJCHUE JICHEKHBIMU



CpEICTBAMHM  IOpMAMYECKMX JIMI (MpeANpUsiTHI, YUYpe:KIeHHil u
OpraHu3anuil) U HHAUBUAYAJBbHBIX HpeanpuHumareaed. Ho wu 3mech
IJIaBHBIM ~ yCJIOBUEM, JIAIONIMM  BO3MOKHOCTb  COBEPILEHHS] MOAOOHBIX
3NIOJICSIHUM, SIBIISIETCSl  «UENIOBEYECKH (akTop», T.e. TpyOble OIIMOKH,
J0MyCKaeMble PAOOTHUKAMH: OT PYKOBOAMTENEH 0 CeKpeTapeil, OyxrainrepoB
Y MEHEDKEpOB. Bee yallle noTepneBIMy CTaHOBATCS T€ FOPUINYECKHUE UL U
UHIUBUYAJbHBIE  MPEANPUHUMATENN, KOTOPbIE  OCYIIECTBISIOT — CBOIO
JESITETIbHOCTD TIPY TOMOIIH 3apyOeKHBIX KOHTPAr€HTOB.

Cpenu HauOosiee TUNUYHBIX (OPM TIOCATATENBCTB XaKEpOB Ha
JCHE)KHbIE CPEACTBA M OXPaHAEMYI HH()OpPMALMIO HOPUAMYECKUX JIHIL
sBisitoTcs BEC-amaku (ot anrmuiickoro: «business email compromise» —
KOMITpOMETAIMsl OM3HEC-TIEPETIHCKN).

Peanmuzanuss momoOHOM CXeMbl XUIIEHUS BO3MOXKHA IOCPEICTBOM
NOJIYYEHHUS] HECAHKIIMOHUPOBAHHOI'O JTOCTYIA K 3JEKTPOHHOM MOYTE OJHOMN
U3 CTOPOH CHENKH. B 3Tol cuTyauuu 3J0yMBIILUIEHHUKHA OO0JaiatoT
uH(popManuen o MpeaMeTe, YCIOBUAX JOTOBOPAa U MOTYT BECTH MEPEMUCKY,
HE BbI3bIBas MOA03pEHUsl (B ciaydyae HEOOXOJUMOCTH MMM HampaBIIsSIOTCS
JOTIOJTHUTEIBHOE COIJIAllIeHHe, cYeT-mpodopMa (MHBOMC) C M3MEHEHHBIMU
peKBU3UTaMH  OAHKOBCKOI'O  CU€Ta M KOHTAaKTHBIMU  JIaHHBIMHU
IpeICTaBUTENEH (PUPMBI TYTEM UX «HAJIOKEHUS» Ha MOJTOTOBJICHHbBIE paHee
Y COXpaHEHHBIE B COOOUIEHUAX JOKYMEHTHI).

Kpome Ttoro, umerorcs ciaydad, KoOrja OT HMMEHU O€eJOopyCCKHX
CyOBEKTOB XO3SMCTBOBAHMS IOCJIE B3JIOMAa MX KOPIOPATUBHOM MOYTHI B
azpec 3apyOeKHBIX IMAPTHEPOB TaKXKE€ HANpPaBISUINCh IHCbMa, CUYETa-
npodopmMbl ¢ U3MEHEHHbIMU OAaHKOBCKMMH peKBH3UTaMu. B pesynbrate
JCHE)KHbIE CPEJICTBA, MPUYMUTAIOIIMECS OEJOPYCCKUM MpPEANpUATUAM 32
IPOU3BECHHYIO (ITOCTaBJIEHHYIO) MPOAYKIHIO, MEPEBOAWINCH Ha CyeTa
MOILICHHUKOB.

Takxke  BO3MOXKHa  cUTyalus, Korjga TMOCJI€  COTrJacoBaHUs
CYILIECTBEHHBIX YCJIOBUM KOHTpakTa C 3apyOeKHbBIM MapTHEPOM, a B
OTHENBHBIX CIy4YasX M €ro MOJANHCAHMS, Ha DJJIEKTPOHHYIO IIOYTY
opraHu3aiuu (NpeanpusiTs) MNPECTYNHUKAMU HAMpaBlIeTCsl COOOUIEHUE
AKOObI OT UMEHH COTPYAHHKAa MHOCTPAHHOTO KOHTpareHTa o0 H3MEHEHUU
PEKBU3UTOB OOCTY)KHBAIOIIEro OaHKa M HEOOXOIUMOCTH TEePEUHCIICHUS
JIEHE)KHBIX CPEACTB HA HOBBIM cuyeT. IIpy 3TOM ajgpec dJIEKTPOHHOW MOYTHI
MOIIICHHUKOB MMEET CYIIECTBEHHOE CXOJCTBO C PEAIbHBIM, YTO 3a4acTYIO
ocraercs HezaMedeHHbIM. [locnenyromas nepenncka yxe OCyIeCTBISETCS C
kuOepnpecTynHuKaMu. Jlanee noJ mpeioroM OIuiaThbl TOBAPOB MHOCTPAHHBIX
KOMIIAaHUWA W BCIJIEACTBHE IPEIOCTABICHUS MO 3JEKTPOHHOM IOYTE JIOKHBIX
OaHKOBCKMX PEKBU3UTOB HAa CU€Ta MOUIEHHUKOB IEPEUUCISIOTCS JCHEKHBIE
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CpeacTBa CO CTOPOHBI CY6’E>CKTOB XO3SMCTBOBAHUS KaK rocyaapCrBCHHOIO, TaK
M 9aCTHOI'O CCKTOPAa SKOHOMMUKMH.

Kak ne cmame sicepmeoit kuvepnpecmynienusn?

1. Hukorga, HUKOMY U HM IIPH KAKUX 00CTOSITEJILCTBAX HE CO00IIATH
PEKBU3UTHI CBOMX 0AHKOBCKHMX CYETOB U 0AHKOBCKHX KAPT, B TOM YHCIIC
JWIIaM, TPEACTABUBIIUMCS COTPYAHHMKAMHU OaHKa WJIM MPABOOXPAHUTEIBHBIX
OpTaHoOB, MPH OTCYTCTBUU BO3MOYKHOCTH JOCTOBEPHO YOSIUTHCS, YTO 3TH JIFOIN
T€, 32 KOro ceOs BBIIAIOT.

B ciydae moctyrieHHsl 3BOHKAa «OT COTpYyJIHUKa OaHKa» HEOOXOIUMO
YTOYHUTH €ro haMuInio, HoMep Telre)oHa, TIOCIe Yero 3aBEpIIUTh Pa3roBop M
caMUM MO3BOHUTH B OAHK.

HeoOxomumo mnpuHUMaTh BO BHUMaHHE, YTO PEATbHOMY COTPYIHHUKY
OaHka M3BECTHA Ccleaywoolas uHpopMauus: (QaMuaus JepxaTesiss KapThl,
NaCTIOPTHBIE TAHHBIC, KaKKe KapThl 0(hOPMIICHBI, OCTATOK Ha CUETE.

He cnenyer coobmath B TenedOHHBIX Pa3roBopax (Jlaxke COTPYIHUKY
0aHKa), a TaKKe MOCPEACTBOM OOIIECHUS B COIMATIBHBIX CETSX: MOJHBIM HOMED
KapTouku, cpok ee aeiictBusa, kog CVC/CVV (maxopsmuecs Ha oOpaTHOMU
CTOpPOHE KapThl), JIOTHH M MapOJIb K HHTEPHET-0aHKUHTY, MTACIIOPTHHIC TaHHBIC,
KO/I0BO€ ¢JI0BO (1 poBoii ko) 3 SMS-cooOrmieHwmi.

B caydyae ecnu «coTpygHMK OaHKa» B pa3roBOpe COOOIIAET, YTO C
KapTOYKOW TMPOUCXOIAT HECAHKIIMOHUPOBAHHBIC TPAH3AKIMH, HEO0OXOIUMO
OTBEYaTh, YTO BHI MpHAETE B OAHK JMYHO, — BCE IMOJOOHBIC BOMPOCHI HYKHO
periarh B OTAC/ICHNN OaHKa, a He TI0 Teae(oHy.

BHUMAHME: nomunume, umo compyOHUKU OAHKOBCKUX YYPEHCOEHUL
HUKO204 He UCNOAb3YIom OJisl C853U C KIUueHmom mecceHodyicepwl (Viber,
Telegram, WhatsApp).

2. JInisi OCYIIECTBIICHHS OHJIAH-TINIATEXKe HEe0OXO0IUMO HCIOIb30BaTh
TOJIbKO HaJIC’KHBIE TIJIATE)KHBIE CEPBUCHI, 00513aTEJIbHO NMPOBEPsisi JOMEHHOE
HMsl pecypca B aJpecHoOii cTpoke dpay3epa.

3. He caemxyer XxpaHuTh O0aHKOBCKHE KapThl, UX (otorpadpuu u
PEKBH3UTHI B MeCTaX, KOTOpPble MOTYT OBbITh AOCTYNHbI MOCTOPOHHHUM
JIMIAM; 3TO XK€ OTHOCHUTCS K (oTorpadusiM M HHBIM BHUAAM HH(OpManuu
KOH(PHUICHIIHAIBHOTO XapaKTepa.

4. Cnenyer  BO3JEP:KUBATHLCA  OT  OCYLIECTBJIEHHSI  OHJIAMH-
IJiaTexei, CBSI3aHHBIX C NMPeAONJIATON U MepedyucieHneM 3aJ1aTKOB 3a
TOBAPbI M YCJYrH, OJIATOTBOPHUTEITHLHON M CIIOHCOPCKOW MOMOIIH B TOJB3Y
opraHu3anuii 1 (U3NYECKUX JUIl TPU OTCYTCTBUHM JOCTOBEPHBIX JTAHHBIX O
TOM, 9YTO Ha3BaHHBIC CYOBEKTHI SBJISIOTCS TEMH, 32 KOT'O ce0s BBIIAIOT.
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5. He crout nepeuncnsith JeHEKHbIE CPEACTBA HA CUETa AIEKTPOHHBIX
KOIIENFKOB, KapT-cueTa 0AaHKOBCKHX TUIATEXKHBIX KapTodek, cueta SIM-kapt
10 npocsoe noJib3oBareseit ceru MHTepHer.

6. Jlns goctyma K cUCTeMaM  JIMCTaHIIMOHHOTO  OaHKOBCKOIO
oOcmyxuBaHusl (MHTEPHET-OAHKUHT, MOOWIBHBIN OaHKWHT), SJICKTPOHHBIM
MOYTOBBIM SIIIIMKAM, aKKayHTaM COIMMAIbHBIX CEeTed M HHBIM pecypcam
HeO0OX0AUMO  HCHOJIB30BATh  CJIOKHbIE  MAPOJIH, HCKJIIYAKIIHE
BO3MOKHOCTb MX moA00pa. CTOUT BO3AEPKAThCA OT MApOJei: 1aT POKICHHUS,
UMEH, (paMUITUil — TO €CTh T€X, KOTOPBIE JIETKO BHIYUCIUTH U3 OOILEAOCTYITHBIX
UCTOYHUKOB UH(OpMaLIUY (HAIpUMEp, TEX K€ COLUAIBHBIX CETEH).

/. 1lpu cocTaBlI€HUM IUIATEKHBIX JOKYMEHTOB BA’KHO NPOBEPATH
IUIaTesKHbIe PEKBU3UTHI MOJIYy4YaTe/ sl IeHesKHbIX CPeICTB.

8. IIpm mocTyruieHHH B COIHMAIBHBIX CETAX COOOIIEHUN OT JIHI,
COCTOSIIIINX B KATETOPUH <«IPY3bsi», C MPOCKOAMU O MPEaOCTaBICHUU
PEKBU3UTOB OAHKOBCKUX IJIATEKHBIX KapTOUEK He cjeAyeT OTBe4aTh Ha
nojo0HbIE COOOIEHHsI, a Heo0X0JAMMO CBA3aThCHd C JAHHBIMH
M0JIb30BATEJISIMH HANIPAMYIO IIOCPEACTBOM HHBIX CPEJACTB CBSA3H.

9.Ilpu oOHapyxeHuu (axTa B3JIOMA AKKAYHTOB COLUAIBLHBIX CETEH
HEOOXOAMMO HE3aMEUIMTEIbHO BOCCTAHABIMBATH K HUM JOCTYII C MOMOIIBIO
CITYKOBI TIOJIICPKKK JTMOO OJIOKMPOBATh, a TAKXKE IMPEAyNpPekIaTh 00 3TOM
(akTe M1, ¢ KOTOPHIMU OOITATUCH MTOCPEICTBOM JAHHBIX COLIMAIbHBIX CETEH.

10. Heqib3s1 OTKpBIBATH (pailjibl, MOCTYyNAKIIHE € HE3HAKOMbIX
aJpecoB JJIEKTPOHHOW TMOYTHI M AaKKAYHTOB MeCCEH/KEPOB; HE
MEPEXO/IUTh MO CChUIKAM B COOOIICHUSIX O MPU3aX U BBIUTPHIIIAX.

11. HeoO6XomuMO  HMCHOJIBL30BATHh  JIMIEH3MOHHOE TNPOrpaMMHOe
o0ecrieyeHne, peryJjsipHo OOHOBJSATHL NPOrpaMMHOe o0ecredyeHHe H
ONEPALMOHHYI0 CHCTEMY; YCTAHOBUTH AHTHBHPYCHYKH MNPOrpaMmy He
TOJIKO Ha TIEPCOHAIBHBIA KOMIBIOTEp, HO M HAa cMapTdOH, IUIAHIIET U
PEryJsipHO OOHOBJIATH €€.

12. Cnegyer 03HAKOMHMTB € TepPeYHCICHHBIMH MPaBWIAMH
0€30MaCHOCTH CBOHUX POJACTBEHHMKOB W 3HAKOMBIX, KOTOPbIE B CHUIY
BO3pacTa WM HEIOCTATOYHOrO YPOBHS (PMHAHCOBOW TPaMOTHOCTH MOTYT
OBITH OCOOCHHO YSI3BUMBI JIJIsl ACHCTBUN KHOEPIPECTYITHUKOB.

Kaxkue coeemvt M0IHcHO 0amb 10puduUYeCKUM TUUAM, U OObL
ooezonacumo cevos om mouieHHuyecmea?

1. Bbipaborath 4YeTKHH IUIAH pPearupoBaHUsA U O3HAKOMUTH
pabOTHUKOB C TIEPEYHEM CBEJICHHM, OTHOCSIIUXCS K KOMMEPYECKOU,
CITy>kKeOHOM 1 MHOM TaliHe.

2. Hckawouurs B CBOell  JAeITEJbLHOCTH  HCIOJIb30BaHHE
0ecImJIaTHBIX MOYTOBBIX CEPBHCOB, a TaKKe NMPUHUMATH
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JAOIOJIHUTEIbHbIE MePbI 3alIMTHI KOPIOPATUBHON 3JIEKTPOHHON MOYThI
(mopknroueHue AByx(hakTOpPHOUN ayTeHTU(UKAIMU, COOII0IeHUE TpeOOBaHUM
K CJIOXHOCTA Tapoisi W IEPUOJUYHOCTH €ro CMEHBI, MCIIOJb30BAHUE
AHTUBUPYCHOTO IPOrPaMMHOI'0 00ECIICUCHHMS).

3.  HeykocHutenpbHO  co0JiI0AaTh  NMpaBWJa  MOJb30BAHHS
CHCTEMOM TMCTAHIUOHHOT0 0AHKOBCKOI0 00C/IYKUBAHUSA.

4., Co3naBaTh pe3epBHbIe KONMUM JAHHBIX W XpaHUTh HX Ha
CBEMHBIX HOCUTEIISIX.

5. IlpoBepsiTb MNPABHIBHOCTL ajJpeca 3IJIEKTPOHHOW MOYTHI
KOHTPAareHTa MNpH MOJYYeHHH U OTIPABKe COOOUIEHHM, a TaKkKe
NOJ/IEP:KUBATh KOHTAKT C €ro IMpeIcTaBUTe]eM U COIJIaCOBbIBATH
KJII0YeBbI€ BONPOCHI JOMOJHUTEIBHO MOCPEACTBOM HMHBIX CPEACTB CBS3U
(TenieOHHBIX  TMEPEroBOPOB, HUCMOJb30BaHUS  (PAKCUMUIIBHOW  CBSI3H,
MECCEH/KEPOB H IIp.).

6. He ucnoab3oBath paGoumne yCTpPOMCTBA B JHYHBIX LEJIAX, A
CITY>KE€OHBbIC SIIUKU AJIEKTPOHHON MOYTHI — JIJII PETUCTPAIMUA HA TOPTOBBIX U
pa3BJIEKATENbHBIX OHJIAWH-TLIOMA/IKAX.

1. Hajaauth cTpoOruii 1eCTBEHHbIN KOHTPOJIb 32 COOJII0eHUEM
YTBEPKIEHHBIX Mep HHMOPMANMOHHOW 0e30ImacHOCTH (COOTBETCTBUE
IPOrpaMMHOTO 0OecTieueHu s, MPOBEPKa OTCYTCTBUSA HECAHKIIMOHUPOBAHHOTO
JOCTYTa K BHEITHUM UH(POPMAIIUOHHBIM pecypcaM U T.11.).

*k*

CoBpeMEHHBIE MHUpP XapaKTEepU3yeTCs IUHAMUYHBIMU TJ100aJIbHBIMU
nporeccamu. CoBepIiIeHCTBOBaHKE HH(DOPMAIMOHHOM chephl U o0ecriedeHne
ee 0e30MacHOCTH CTAHOBHUTCS OJIHUM W3 KIIIOUEBBIX MOMEHTOB, BIIMSIOLIUX
Ha OOLIECTBEHHOE U rocyJapcTBeHHOE pazsutue PecniyOnuku benapyce.

B 3TO0M CBA3M B HAalleW CTpaHE YJIEISACTCA MOBBILICHHOC BHUMAHHE
o0ecrneyeHuto 3alUIIEHHOCTH MH(GOPMAITMOHHOTO POCTPAHCTBA,
uH(OPMAIIMOHHON UHPPACTPYKTYPhI, HH(OOPMAIIMOHHBIX CUCTEM U PECYPCOB.
B uacTHOCTH, OTBETHBIE BEKTOPHI TOCYAAPCTBEHHON TMOJMTUKNA O0O3HAYEHBI B
yrBepxaeHHou 18 mapta 2019 r. Konuenuuun nHopmaiiioHHoi 6€301macHOCTH
Pecriy6imku benapyces. B 1o xe Bpems, kak ormetw [Ipesunent Pecybmuku
benapycr A.I'.Jlykamenko B xone VI Beebenopycckoro HapoaHoro coopanus,
HYKHO HE TOJBbKO OO0Jiee aKTUBHO BBISIBISTH M NPECEKATh 3KCTPEMHUCTCKYIO,
MOIIICHHUYECKYIO ¥ MHYIO HE3aKOHHYIO JIEATEIIbHOCTh, HO U aKTUBHO pabOTaTh
HaJ1 OBBIIIIEHHEM WH(GOPMAIIMOHHON TPaMOTHOCTH HACEJICHHUS.



